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A Three-Tier Mitigation Framework for OWASP MCP Top 10 Vulnerabilities

This paper introduces a three-tier framework to classify and mitigate vulnerabilities in the OWASP MCP Top 10, highlighting architectural limitations in MCP security. The framework was validated on a real-world MFT server, showing that some vulnerabilities cannot be fully addressed at the server level.

Key points


	The Model Context Protocol (MCP) is widely used for integrating LLMs with external systems but lacks robust security design.

	A three-tier mitigation framework maps OWASP MCP Top 10 vulnerabilities to architectural tiers: server, gateway, and protocol.

	Vulnerabilities are classified using a decision tree, resulting in tier assignments and confidence levels.

	Validation on a Go-based MFT server showed high-confidence server controls worked as expected, but protocol-tier controls failed due to architectural constraints.

	The study highlights that secure-by-design development can reduce MCP attack surface but not eliminate all risks.



Why it matters

Software engineers building or integrating with MCP systems need to understand where security responsibilities lie and what limitations exist. This framework helps prioritize mitigation efforts and sets realistic expectations for secure design.

Counterpoint

The framework's effectiveness depends on accurate classification, and the study's validation was limited to a single MFT server, which may not represent all MCP implementations.

Sources
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